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1. Source Systems — CSL Internal & External / Partner

CSL Internal

SharePoint Online Confluence Cloud Teams / Outlook
Notes • Mail

eRooms / VDR
Deal artefacts

Veeva Vault
CRM • RIM • QMS

SAP S/4HANA
ERP • Finance

Salesforce
Medical Affairs

R&D LIMS
Lab data

ClinOps / EDC
Trial systems

Manufacturing
PLM • MES

Pharmacovigilance
Safety / AERS

Real-World Evidence
Claims • EHR

Oracle / SQL Server
Operational DBs

Legacy Eugene v1
Neo4j (current)

File shares
NAS • SFTP

IoT / Lab sensors
Streaming

External / Partner / Public

Prudentia Sciences
Pattern • Prospect
Prism • Pinnacle

PubMed / NCBI USPTO Patents ClinicalTrials.gov SEC EDGAR
Filings

ChEMBL
Bioactivity DrugBank FDA Orange

Book / DailyMed

Cortellis / GlobalData
Pipeline intelligence

Evaluate Pharma
Forecast

UniProt / PDB
Protein refs

MeSH / ICD-10
Ontology

News / Reuters
PR / press

AWS Clean Rooms
Privacy-preserved

partner data

AWS Data Exchange
Marketplace feeds

2. Ingestion & Connectivity — Batch • CDC • Streaming • SaaS • API

AWS DMS
Database CDC

AWS DataSync
NAS / SFTP

Transfer Family
SFTP / FTPS

Amazon AppFlow
Salesforce / SAP / Veeva

Kinesis Data
Streams + Firehose

Amazon MSK
Kafka backbone

EventBridge
Scheduler + Bus

Step Functions
Pipeline orchestration

Amazon MWAA
Managed Airflow

API Gateway
Custom REST pulls

AWS Lambda
Connectors / extractors

AWS Batch
Heavy parsing

PDF / XML

Glue Crawlers
Schema discovery

SQS / SNS
Buffering + DLQ

Glue Schema
Registry

PrivateLink /
Direct Connect / VPN

3. Lakehouse Storage — Medallion Architecture (Bronze / Silver / Gold) • Apache Iceberg on S3

🟫  BRONZE • Raw landing • immutable • partitioned by source/date

S3 Bronze
CSL Internal
raw exports

S3 Bronze
External

feeds

S3 Bronze
Streaming
(Firehose)

S3 Bronze
PDF / docs

S3 Glacier
Deep Archive

7-year retention

⬜  SILVER • Cleaned • conformed • deduplicated • PII-tagged • Iceberg tables

S3 Silver
Drugs / Trials

Patents (Iceberg)

S3 Silver
Org master
de-duped

S3 Silver
Annotations
NER output

Glue Data Catalog
Hive metastore

Lake Formation
Permissions + LF-tags

column-level RBAC

🟨  GOLD • Curated • business-ready • aggregated • Eugene triples • feature store

S3 Gold
Eugene KG triples

Iceberg

S3 Vectors
Bedrock KB index

S3 Gold
BD KPIs

dimensional

SageMaker
Feature Store

S3 Audit
Object Lock + WORM

21 CFR Part 11

AWS Backup
Cross-region

Cross-account

4. Processing & Enrichment — ETL • LLM-Assisted Extraction • Embeddings • Quality

AWS Glue ETL
PySpark jobs

Amazon EMR
Spark / Presto
heavy compute

Glue DataBrew
Visual prep

Glue Data Quality
DQDL rules

freshness checks

Bedrock Models
Entity / relation

extraction

Comprehend
Medical NER

PII detect

Textract
PDF / table OCR

Translate
Multi-lingual

normalisation

SageMaker
Embeddings + bias eval

Lambda
Light transforms

API enrichers

AWS Entity
Resolution

Master records

Iceberg / Hudi
ACID upserts

Lambda
MERGE Cypher
loader → Neo4j

MLflow on EC2
Eval baselines

Step Functions
Job orchestration

ECS Fargate
Custom workers

5. Serving Stores — Eugene Knowledge Graph at the Heart of the Platform

EUGENE KNOWLEDGE GRAPH
(Authoritative biomedical knowledge)

EC2 r6i.4xlarge
Neo4j 5.26 Enterprise

Multi-AZ ASG • EBS gp3

484k nodes
21M edges
9 labels
30+ rel types
Row-level RBAC

OpenSearch
Vector + lexical

k-NN HNSW

Bedrock
Knowledge Base

S3 vectors

DynamoDB
Sessions • Lineage

Allowlist • TTL

ElastiCache
Redis

Tool / query cache

Amazon Redshift
Analytics warehouse

BD KPIs

Aurora PostgreSQL
Operational metadata

Multi-AZ

DocumentDB
Semi-structured

Doc store

Timestream
Time-series

agent telemetry

Neptune Analytics
(future option:

managed graph)

SageMaker
Feature Store

Online + offline

Amazon Kendra
Enterprise search
CSL-internal docs

MemoryDB
Redis-compat
Durable cache

S3 Lake
Iceberg query layer

Redshift
Result cache

S3 Curated
published datasets

6. Consumption — Agents • Apps • BI • Programmatic Access

Eugene Next.js UI
Cytoscape graph

BD chat

Asset-in-Licensing
Portal

Bedrock AgentCore
Supervisor + 5 specialists

Eugene • Research • PubMed
SEC • Trials

Amazon QuickSight
Embedded BI

Tableau / Power BI
via Athena driver

Amazon Athena
Ad-hoc SQL on S3

SageMaker Studio
Notebooks • analytics

API Gateway
Programmatic SDK

EventBridge
Webhook + downstream

DataZone
Data marketplace

self-service

Clean Rooms ML
Privacy-preserved

analytics

Amazon Q
Business / Developer

CSL chat

Mobile / iPad
BD on the road

RStudio Workbench
Pharmacometrics

3rd-party CSL
applications

Data Exchange
Outbound subscriptions

7. Governance, Security & Compliance (cross-cutting)

Lake Formation
LF-tags • column ACL

DataZone
Catalog • lineage

IAM Identity
Center + roles

KMS
CMK rotation 90 d

Secrets Manager
auto-rotation

Macie
Sensitive data
classification

GuardDuty
Threat detection

Security Hub
Compliance posture

CloudTrail
API audit log

AWS Config
Resource compliance

Audit Manager
21 CFR Part 11

GxP / GDPR

Organizations
Control Tower
Multi-account

Bedrock Guardrails
PII / topic policies

Comprehend PII
runtime redaction

WAF / Shield
PrivateLink

Network Firewall

Neo4j Enterprise
Row-level RBAC

8. DataOps, Observability & Cost Management

CloudWatch Logs
structured JSON

CloudWatch
Metrics + EMF

X-Ray + ADOT
Distributed

tracing

CW Synthetics
Canaries

SNS / Chatbot
Slack alerts

CodePipeline
CI/CD

CodeBuild
Image build

CodeDeploy
Blue/Green

CloudFormation /
Terraform

IaC

Systems Manager
Patch • Param Store

Run Command

Cost Explorer
+ Budgets

Tag-based chargeback

Trusted Advisor
+ Compute Optimizer

MWAA
Airflow DAGs

OpenSearch
Logs Insights

Managed Grafana
+ Prometheus

DataOps loop
DQ → SNS → ticket

ingest

land & refine

enrich + extrac

serve

consume
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